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This textbook establishes the core concepts and definitions of
information security, while analyzing threats to information security
in computer systems. It defines the fundamental principles of security
policies and reviews key cryptographic methods and algorithms used
for protecting information in computer environments.

Furthermore, the book justifies a comprehensive approach to ensuring
information security in enterprise networks and describes the primary
technologies for securing internetwork data exchange. Antivirus
protection methods and tools are also thoroughly examined.
Additionally, the organizational and legal framework of information
security is outlined based on international standards and guidelines.
The textbook is specifically designed for undergraduate (Bachelor's)
students majoring in Computer Engineering. It is also an invaluable
resource for students pursuing degrees in Information Technology and
Information Security, as well as for IT professionals and security
specialists.



Preface

The rapid development of digital technologies, computer networks, cloud
services, electronic communication platforms and automated information
systems has significantly changed the structure of modern society, education,
science, production and management. Today, information is not only a
technical resource, but also a strategic asset that determines the stability,
efficiency and competitiveness of institutions, enterprises and individuals.
Therefore, the protection of information, the reliable operation of computer
systems and the prevention of unauthorized access have become one of the
most important tasks of modern information technologies.

Computer system security is a multidisciplinary field. It combines theoretical
concepts, technical mechanisms, organizational measures, legal requirements
and practical protection methods. The effective protection of information
resources requires a systematic understanding of confidentiality, integrity,
availability, authentication, authorization, access control, cryptographic
protection, network security, malware prevention, risk analysis and security
policy. For this reason, the study of computer system security is essential for
students, researchers and specialists working in the fields of computer
engineering, information technologies and information security.

This textbook, Computer Systems Security, has been prepared to provide
students with a structured and academically grounded understanding of the
main principles, methods and technologies used in the protection of
computer systems and networks. The book explains the fundamental
concepts of information security, analyzes the main types of threats to
computer systems, presents the principles of security policy, and discusses
the basic cryptographic methods and algorithms used for information
protection. Special attention is given to the security of corporate networks,
protected data exchange between networks, firewall technologies, virtual
private networks, antivirus protection, intrusion detection, access control and
the organizational and legal foundations of information security.

The content of the textbook is designed to combine theoretical knowledge
with practical relevance. The material is arranged in a logical sequence so
that the reader can first understand the basic concepts of information security
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and then gradually move toward more complex topics related to network
protection, cryptographic mechanisms, corporate security architecture and
security management. This approach makes it possible to form not only
technical knowledge, but also analytical thinking about risks, vulnerabilities
and protection strategies.

The textbook is primarily intended for undergraduate students majoring in
Computer Engineering. At the same time, it may be useful for students of
information technologies, information security and related specialties, as
well as for specialists who deal with the design, operation and protection of
computer systems and networks. The book can also serve as a
methodological resource for teachers, researchers and practitioners interested
in the development of secure information infrastructures.

In preparing this textbook, the authors aimed to present the material in a
clear, consistent and academically appropriate form. The explanations are
based on generally accepted concepts, open scientific and technical sources,
standards and practical approaches used in the field of information security.
The purpose of the book is not only to describe existing security
technologies, but also to help readers understand the logic of building
reliable, scalable and manageable protection systems.

The authors express their hope that this textbook will contribute to the
development of professional knowledge in the field of computer system
security and will support the training of qualified specialists capable of
responding to modern cybersecurity challenges. The authors will be grateful
for comments, suggestions and recommendations that may help improve
future editions of the textbook.

The Authors Respectfully,
The Authors



Introduction

The Internet is a technology that has produced fundamental transformation
across the principal domains of human activity. It has altered the pace of
scientific progress, the direction of technological development, and the
character of the working environment. Communication models have become
an integral component of this transformation.

Effective use of information technology constitutes one of the strategic
conditions that determine an enterprise’s competitive capacity. Here, the
central issue extends beyond mere technology deployment. An enterprise
must align such technology with the logic of management, communication,
and security.

Development of an enterprise information system depends on numerous
connections established through the Internet. These connections encompass
diverse partners, remote users, service channels, and internal divisions. As
communication expands, security requirements acquire a more stringent
character.

Joint deployment of Internet, intranet, and extranet environments further
complicates information security considerations. The boundary between the
open network and the internal corporate environment weakens. Security
policy must reconstruct this boundary at the technical, organizational, and
legal levels.

Protection of the information security of corporate information systems is
generally carried out through an information security system. Here, the term
Corporate Information System is denoted by the abbreviation CIS. The term
Information Security System is denoted in subsequent sections by the
abbreviation ISS.

The principal requirement in building an ISS is protection of investments
already directed toward the CIS. Security mechanisms must not disrupt the
operation of existing software. They must function transparently for
applications running within the CIS.

Transparency does not mean that the security mechanism remains invisible.
This concept relates to preservation of applications’ normal operating mode.
The ISS must monitor, track risks, and restrict unauthorized activity without
interfering with normal operation.

Full compatibility with the network technologies used within the CIS should
be evaluated as a separate requirement. Where compatibility proves weak,
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security tools may reduce system productivity. In more severe cases, such
tools may disrupt the continuity of business processes.

An ISS designed for an enterprise must account for emerging technologies
and services. The security architecture should not be confined to present
needs alone. It must be built to withstand future expansion, evolving
services, and growth in the number of users.

Every element of the CIS must rest on open standards, integrated solutions,
and a scalable structure. These three requirements cannot function in
isolation from one another. Open standards increase compatibility,
integration simplifies management, and scalability extends the technical
limits of growth.

Transition to open standards represents one of the principal directions in the
development of information security tools. This choice reduces the risk
associated with closed solutions tied to a single vendor. Compatibility
problems arise less frequently when an enterprise modifies or expands its
security tools.

Internet Protocol Security is denoted by the abbreviation IPsec. IPsec
constitutes a set of protocols for protecting data transmitted through the IP
protocol. This standard supports confidentiality, integrity, and authentication
requirements across open communication channels.

Public Key Infrastructure is denoted by the abbreviation PKI. PKI rests on
management of digital certificates, keys, and a chain of trust. In inter-
enterprise electronic communication, this infrastructure forms the principal
technical basis for reliable identification.

IPsec and PKI serve the secure establishment of external communication
between enterprises. They also support compatibility with products used by
partner enterprises and remote clients. This compatibility constitutes an
essential technical condition for secure collaboration within a corporate
environment.

X.509 digital certificates remain one of the baseline standards for
authenticating users and devices. The certificate model confirms the identity
of a user or device on a cryptographic basis. This mechanism reduces the
risk of basing trust on passwords alone.

Security solutions designed with future development in view must support
the IPsec, PKI, and X.509 standards. A solution that does not rest on such
standards may create integration difficulties later. An enterprise should
assess this risk during the design phase.
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The concept of an integrated solution covers two principal directions. The
first direction concerns coordination of security tools with other network
elements. This includes the operating system, routers, directory services, and
policy servers.

The term Operating System is denoted, upon first use, by the abbreviation
OS. Quality of Service is expressed by the abbreviation QoS. QoS policy
servers are used for prioritizing network resources and managing service
levels.

The second direction concerns combination of diverse security technologies
within a unified protective environment. This structure protects an
enterprise’s information resources through a coordinated mechanism rather
than separate tools. Control operates more consistently once distinct
technologies are subordinated to a single policy.

Combination of a firewall, a virtual private network gateway, and an IP
address translator illustrates this principle. Virtual Private Network is
denoted by the abbreviation VPN. Such integration protects traffic
transmitted over an open channel and centralizes access rules.

As the CIS grows, the ISS must change in accordance with that growth.
Here, the central issue extends beyond installing additional devices and
software. The security system must preserve its integrity, manageability, and
control logic.

Scalability is the technical property that allows gradual expansion of security
tools. This property assists in achieving an optimal balance between cost and
reliability. An enterprise first establishes the necessary level, then expands
the system according to need.

In enterprises with numerous branches, scalability becomes a more
demanding requirement. Dozens of partners, hundreds of remote employees,
and millions of potential customers increase the security load.
Communication efficiency declines when the ISS fails to manage this load.

Reliable protection of CIS resources requires application of advanced
information security technologies within the ISS. These technologies do not
substitute for one another. They cover distinct risk areas through
complementary mechanisms.

Cryptographic protection is applied to preserve the confidentiality, integrity,
and authenticity of data. Confidentiality prevents unauthorized persons from
reading information. Integrity indicates that data have not been altered.
Authenticity confirms that the source is reliable.
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Authentication technologies verify the identity of users and network objects.
This verification should not remain confined to a simple password
mechanism. Reliable authentication can be reinforced through multi-factor,
certificate-based, and context-oriented mechanisms.

Firewall technologies protect the corporate network from external threats
originating in public communication networks. They control traffic on the
basis of defined rules. These rules distinguish permitted, suspicious, and
prohibited connections.

Virtual secure channel and VPN technologies protect data transmitted within
an open communication environment. These technologies form a logically
protected channel between remote users and the corporate network. The
outcome is a more reliable model of remote access.

Guaranteed identification of the user is reinforced through tokens and other
authentication devices. Tokens include smart cards, sensor memory devices,
and Universal Serial Bus keys. Universal Serial Bus is denoted, upon first
use, by the abbreviation USB.

Access control at the user level aims to prevent unauthorized entry into
information resources. Each user must act only within the scope of authority
granted. A proper distribution of authority also reduces internal risks.

PKI-based key management governs the issuance, storage, renewal, and
revocation of certificates. Without this management, the public key
mechanism cannot operate reliably. Uncontrolled circulation of keys may
become a weak point within the security architecture.

Intrusion Detection is applied to actively monitor the security condition of
information resources. This technology identifies suspicious behavior,
anomalous traffic, and possible indicators of attack. Early detection shortens
the response time to an incident.

Antivirus technologies restrict the entry and spread of malicious software
within a system. This protection should not remain confined to file scanning
alone. Mail traffic, web links, removable devices, and executable files must
likewise remain under control.

Centralized management of the ISS must rest on a unified enterprise security
policy. A unified policy limits the emergence of divergent rules across
different divisions. This management model strengthens consistency of
control and traceability of decisions.

A comprehensive approach to information security requires rational
combination of individual technologies. Cryptography, authentication,
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access control, firewalls, VPN, intrusion detection, and antivirus
mechanisms must operate together. Only under this condition does
protection of the CIS avoid remaining a fragmented set of measures.

In constructing a security architecture, an enterprise should give preference
to the interrelation of technical tools rather than their number. A robust ISS
rests on the principles of compatibility, scalability, transparency, and
centralized management. These principles form the principal technological
foundation for the continuous operation of the CIS.
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